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A. Identity and the contact details of the controller (Art. 13 1 lit. a, 14 1 lit. a GDPR and UK GDPR)

1. For all client, supplier, member, employee and applicants’ data in possession of MediGuide
International, LLC and related processing activities the Controlleris:

MediGuide International, LLC
4550 Linden Hill Road, Ste 103
Wilmington, DE 19808, USA

2. For all client, supplier, member, employee and applicants’ data in possession of MediGuide Insurance
Services International LLC and related processing activities the Controlleris:

MediGuide Insurance Services
International LLC 4550 Linden
Hill Road, Ste 103 Wilmington,
DE 19808, USA

In the following, the term “GDPR” shall automatically include the “UK-GDPR” and corresponding legal
provisions of the Swiss Federal Data Protection Act (FDPA), if possible and necessary to comply with
these laws.

B. Contact details of the Data Protection Officer (Art. 13 I lit. b, 14 I lit. b GDPR and UK-GDPR)

Prof. Dr. h.c. Heiko Jonny Maniero, LL.B., LL.M. mult., M.L.E.*
DGD Deutsche Gesellschaft fiir Datenschutz GmbH*
Fraunhoferring 3

85238 Petershausen (Germany)

Phone: +49 (0) 8131-77987-0

Email: info@dg-datenschutz.de

Website: https://dg-datenschutz.de/

*Obligatory information, please see: https://dg-datenschutz.de/
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C. Identity and contact details of all non-EU controller’s EU representative (Article 27 GDPR)

Prof. Dr. h.c. Heiko Maniero, LL.B., LL.M. mult., M.L.E. E-Mail: info@dg-datenschutz.de

DGD Deutsche Gesellschatft fir Datenschutz GmbH, Fraunhoferring 3, 85238 Petershausen, Germany.

D. Identity and contact details of controller's UK representative (Article 27 UK GDPR)

Prof. Dr. h.c. Heiko Maniero, LL.B., LL.M. mult., M.L.E. E-Mail: info@dg-datenschutz.de

E. Identity and contact details of controller’s representative in Switzerland (Art. 14 FDPA)

Prof. Dr. h.c. Heiko Maniero, LL.B., LL.M. mult., M.L.E. E-Mail:info@dg-datenschutz.de

c/o Cancellarius AG, Attn. Heiko Maniero, Pflanzschulstrasse 3, 8400 Winterthur, Switzerland.

F. Data Protection Supervisory Authorities

The following data protection supervisory authorities are responsible:

EU Lead Data Protection Supervisory Authority (Responsible for EU Data Subjects)

Bayerisches Landesamt fir Datenschutzaufsicht, Promenade 27 (Schloss), 91522 Ansbach, Germany.

Data Protection Authority of Switzerland (Responsible for Data Subjects from Switzerland)

Eidgendssischer Datenschutz- und Offentlichkeitsbeauftragter, Feldeggweg 1, 3003 Bern, Switzerland.

UK Data Protection Supervisory Authority (Responsible for Data Subjects from the UK)

Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF, United
Kingdom.
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ENGLISH: Information about the Processing of Personal Data
(Article 13, 14 GDPR)

Dear Sir or Madam,

The personal data of every individual who is in a contractual, pre-contractual or other relationship with
our company deserve special protection. Our goal is to keep our data protection level to a high standard.

Therefore, we are constantly developing our data protection and data security concepts.

Of course, we comply with the statutory provisions on data protection. According to Article 13, 14 GDPR,
controllers meet specific information requirements when collecting personal data. This document fulfills
these obligations.

The terminology of legal regulations is complicated. Unfortunately, the use of legal terms could not be
dispensed with in the preparation of this document. Therefore, we would like to point out that you are

always welcome to contact us for all questions concerning this document, the used terms or formulations.

l. Compliance with the information requirements when personal data is
collected from the data subject (Article 13 GDPR)

A. Identity and the contact details of the controller (Article 13(1) lit. a GDPR)

See above

B. Contact details of the Data Protection Officer (Article 13(1) lit. b GDPR)

See above

C. Purposes of the processing for which the personal data are intended as wellas
the legal basis for the processing (Article 13(1) lit. cGDPR)

The purpose of the processing of personal data is the handling of all operations which concern the
controller, customers, prospective customers, business partners or other contractual or pre-contractual

relations between the named groups (in the broadest sense) or legal obligations of the controller.

Art. 6(1) lit. a GDPR serves as the legal basis for processing operations for which we obtain consent for

a specific processing purpose. If the processing of personal data is necessary for the performance ofa
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contract to which the data subject is party, as is the case, for example, when processing operations are
necessary for the supply of goods or to provide any other service, the processing is based on Article 6(1)
lit. b GDPR. The same applies to such processing operations which are necessary for carrying out pre-
contractual measures, for example in the case of inquiries concerning our products or services. Is our
company subject to a legal obligation by which processing of personal data is required, such as for the
fulfillment of tax obligations, the processing is based on Art. 6(1) lit. c GDPR.

In rare cases, the processing of personal data may be necessary to protect the vital interests of the data
subject or of another natural person. This would be the case, for example, if a visitor were injured in our
company and his name, age, health insurance data or other vital information would have to be passed
on to a doctor, hospital or other third party. Then the processing would be based on Art. 6(1) lit. d GDPR.

Finally, processing operations could be based on Article 6(1) lit. f GDPR. This legal basis is used for
processing operations which are not covered by any of the abovementioned legal grounds, if processing
is necessary for the purposes of the legitimate interests pursued by our company or by a third party,
except where such interests are overridden by the interests or fundamental rights and freedoms of the
data subject which require protection of personal data. Such processing operations are particularly
permissible because they have been specifically mentioned by the European legislator. He considered
that a legitimate interest could be assumed if the data subject is a client of the controller (Recital 47
Sentence 2 GDPR).

D. Where the processing is based on Article 6(1) lit. f GDPR the legitimate interests
pursued by the controller or by a third party (Article 13(1) lit. d GDPR)

Where the processing of personal data is based on Article 6(1) lit. f GDPR our legitimate interest is to

carry out our business in favor of the well-being of all our employees and the shareholders.

E. Categories of recipients of the personal data (Article 13(1) lit. e GDPR)

Public authorities
External bodies
Further external bodies
Internal processing

Intragroup processing

Other bodies
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F. Recipients in a third country and appropriate or suitable safeguards and the
means by which to obtain a copy of them or where they have been made available
(Article 13(1) lit. f, 46(1), 46 (2) lit. c GDPR)

All companies and branches that are part of our group (hereinafter referred to as "group companies") that

have their place of business or an office in a third country may belong to the recipients of personal data.

A list of all group companies or recipients can be requested from us.

According to Article 46(1) GDPR a controller or processor may transfer personal data only to a third
country if the controller or processor has provided appropriate safeguards, and on condition that
enforceable data subject rights and effective legal remedies for data subjects are available. Appropriate
safeguards may be provided without requiring any specific authorisation from a supervisory authority by

means of standard contractual clauses, Article 46(2) lit. c GDPR.

The standard contractual clauses of the European Union or other appropriate safeguards are agreed on
with all recipients from third countries before the first transmission of personal data. Consequently, it is
ensured that appropriate safeguards, enforceable data subject rights and effective legal remedies for
data subjects are guaranteed. Every data subject can obtain a copy of the standard contractual clauses
from us. The standard contractual clauses are also available in the Official Journal of the European Union
(OJ 2010/ L 39, page 5-18).

G. Period for which the personal data will be stored, or if that is not possible, the
criteria used to determine that period (Article 13(2) lit. a GDPR)

The criteria used to determine the period of storage of personal data is the respective statutory retention
period. After expiration of that period, the corresponding data is routinely deleted, as long as it is no longer

necessary for the fulfillment of the contract or the initiation of a contract.

H. Existence of the right to request from the controller access to and rectification or
erasure of personal data or restriction of processing concerning the data subject or to
object to processing as well as the right to data portability (Article 13(2) lit. b GDPR)

All data subjects have the following rights:

Right to access

Each data subject has a right to access the personal data concerning him or her. The right to access
extends to all data processed by us. The right can be exercised easily and at reasonable intervals, in
order to be aware of, and verify, the lawfulness of the processing (Recital 63 GDPR). This right results

from Art. 15 GDPR. The data subject may contact us to exercise the right to access.
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Right to rectification

According to Article 16 Sentence 1 GDPR the data subject has the right to obtain from the controller
without undue delay the rectification of inaccurate personal data concerning him or her. Moreover, Article
16 Sentence 2 GDPR provides that the data subject is entitled, taking into account the purposes of the
processing, to have incomplete personal data completed, including by means of providing a

supplementary statement. The data subject may contact us to exercise the right of rectification.

Right to erasure (right to be forgotten)

In addition, data subjects are entitled to a right to erasure and to be forgotten under Art. 17 GDPR. This
right can also be exercised by contacting us. At this point, however, we would like to point out that this
right does not apply insofar as the processing is necessary to fulfill a legal obligation to which our company
is subject to, Article 17(3) lit. b GDPR. This means that we can approve an application to erase only after

the expiration of the statutory retention period.

Right to restriction of processing
According to Article 18 GDPR any data subject is entitled to a restriction of processing. The restriction of
processing may be demanded if one of the conditions set out in Article 18(1) lit. a-d GDPRis fulfilled. The

data subject may contact us to exercise the right to restriction of processing.

Right to object
Furthermore, Art. 21 GDPR guarantees the right to object. The data subject may contact us to exercise

the right to object.

Right to data portability

Art. 20 GDPR grants the data subject the right to data portability. Under this provision, the data subject
has under the conditions laid down in Article 20(1) lit. a and b GDPR the right to receive the personal
data concerning him or her, which he or she has provided to a controller, in a structured, commonly used
and machine-readable format and have the right to transmit those data to another controller without
hindrance from the controller to which the personal data have been provided. The data subject may

contact us to exercise the right to data portability.

l. The existence of the right to withdraw consent at any time, without affecting the
lawfulness of processing based on consent before its withdrawal, where the processing
is based on Article 6(1) lit. a GDPR or Article 9(2) lit. a GDPR (Article 13(2) lit. c GDPR)

If processing of personal data is based on Art. 6(1) lit. a GDPR, which is the case, if the data subject has
given consent to the processing of personal data for one or more specific purposes or is it based on
Article 9(2) lit. a GDPR, which regulates the explicit consent to the processing of special categories of
personal data, the data subject has according to Article 7(3) Sentence 1 GDPR the right to withdraw his

or her consent at any time.
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Withdraw of consent shall not affect the lawfulness of processing based on consent before its withdrawal,
Article 7(3) Sentence 2 GDPR. It shall be as easy to withdraw as to give consent, Art. 7(3) Sentence 4
GDPR. Therefore, the withdrawal of consent can always take place in the same way as consent has been
given or in any other way, that is considered by the data subject to be simpler. In todays information
society, probably the simplest way to withdraw consent is a simple email. If the data subject wishes to
withdraw his or her consent granted to us, a simple email to us is sufficient. Alternatively, the data subject

may choose any other way to communicate his or her withdraw of consent to us.

J. Right to lodge a complaint with a supervisory authority (Article 13(2) lit. d, 77(1)
GDPR)

As the controller, we are obliged to notify the data subject of the right to lodge a complaint with a
supervisory authority, Article 13(2) lit. d GDPR. The right to lodge a complaint with a supervisory authority
is regulated by Article 77(1) GDPR. According to this provision, without prejudice to any other
administrative or judicial remedy, every data subject shall have the right to lodge a complaint with a
supervisory authority, in particular in the Member State of his or her habitual residence, place of work or
place of the alleged infringement if the data subject considers that the processing of personal data relating
to him or her infringes the General Data Protection Regulation. The right to lodge a complaint with a
supervisory authority was only limited by the law of the Union in such way, that it can only be exercised
before a single supervisory authority (Recital 141 Sentence 1 GDPR). This rule is intended to avoid
double complaints of the same data subject in the same matter. If a data subject wants to lodge a

complaint about us, we therefore asked to contact only a single supervisory authority.

K. Provision of personal data as statutory or contractual requirement; Requirement
necessary to enter into a contract; Obligation of the data subject to provide the personal

data; possible consequences of failure to provide such data (Art. 13(2) lit. e GDPR)

We clarify that the provision of personal data is partly required by law (e.g. tax regulations) or can also

result from contractual provisions (e.g. information on the contractual partner).

Sometimes it may be necessary to conclude a contract that the data subject provides us with personal
data, which must subsequently be processed by us. The data subject is, for example, obliged to provide
us with personal data when our company signs a contract with him or her. The non-provision of the
personal data would have the consequence that the contract with the data subject could not be

concluded.

Before personal data is provided by the data subject, the data subject must contact us. We clarify to the

data subject whether the provision of the personal data is required by law or contract or is necessary for
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the conclusion of the contract, whether there is an obligation to provide the personal data and the

consequences of non-provision of the personal data.

L. Existence of automated decision-making, including profiling, referred to in Article
22(1)and (4) GDPR and, at least in those cases, meaningful information about the logic
involved, as well as the significance and the envisaged consequences of such
processing for the data subject (Article 13 (2) lit. f GDPR)

As a responsible company, we do not use automatic decision-making or profiling.

Compliance with the information requirements when personal data is not
collected from the data subject (Article 14 GDPR)

A. Identity and the contact details of the controller (Article 14(1) lit. a GDPR)

See above

B. Contact details of the Data Protection Officer (Article 14(1) lit. b GDPR)

See above

C. Purposes of the processing for which the personal data are intended as wellas
the legal basis for the processing (Article 14(1) lit. cGDPR)

The purpose of the processing of personal data is the handling of all operations which concern the
controller, customers, prospective customers, business partners or other contractual or pre-contractual

relations between the named groups (in the broadest sense) or legal obligations of the controller.

If the processing of personal data is necessary for the performance of a contract to which the data subject
is party, as is the case, for example, when processing operations are necessary for the supply of goods
or to provide any other service, the processing is based on Article 6(1) lit. b GDPR. The same applies to
such processing operations which are necessary for carrying out pre-contractual measures, for example
in the case of inquiries concerning our products or services. Is our company subject to a legal obligation
by which processing of personal data is required, such as for the fulfillment of tax obligations, the
processing is based on Art. 6(1) lit. c GDPR.
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In rare cases, the processing of personal data may be necessary to protect the vital interests of the data
subject or of another natural person. This would be the case, for example, if a visitor were injured in our
company and his name, age, health insurance data or other vital information would have to be passed
on to a doctor, hospital or other third party. Then the processing would be based on Art. 6(1) lit. d GDPR.

Finally, processing operations could be based on Article 6(1) lit. f GDPR. This legal basis is used for
processing operations which are not covered by any of the abovementioned legal grounds, if processing
is necessary for the purposes of the legitimate interests pursued by our company or by a third party,
except where such interests are overridden by the interests or fundamental rights and freedoms of the
data subject which require protection of personal data. Such processing operations are particularly
permissible because they have been specifically mentioned by the European legislator. He considered
that a legitimate interest could be assumed if the data subject is a client of the controller (Recital 47
Sentence 2 GDPR).

D. Categories of personal data concerned (Article 14(1) lit. d GDPR)

Customer data
Data of potential customers
Data of employees

Data of suppliers

E. Categories of recipients of the personal data (Article 14(1) lit. e GDPR)

Public authorities
External bodies
Further external bodies
Internal processing

Intragroup processing

Other bodies
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F. Recipients in a third country and appropriate or suitable safeguards and the
means by which to obtain a copy of them or where they have been made available
(Article 14(1) lit. f, 46(1), 46(2) lit. c GDPR)

All companies and branches that are part of our group (hereinafter referred to as "group companies") that

have their place of business or an office in a third country may belong to the recipients of personal data.

A list of all group companies can be requested fromus.

According to Article 46(1) GDPR a controller or processor may transfer personal data only to a third
country if the controller or processor has provided appropriate safeguards, and on condition that
enforceable data subject rights and effective legal remedies for data subjects are available. Appropriate
safeguards may be provided without requiring any specific authorisation from a supervisory authority by

means of standard data protection clauses, Article 46(2) lit. c GDPR.

The standard contractual clauses of the European Union or other appropriate safeguards are agreed on
with all recipients from third countries before the first transmission of personal data. Consequently, it is
ensured that appropriate safeguards, enforceable data subject rights and effective legal remedies for
data subjects are guaranteed. Every data subject can obtain a copy of the standard contractual clauses
from us. The standard contractual clauses are also available in the Official Journal of the European Union
(OJ 2010/ L 39, page 5-18).

G. Period for which the personal data will be stored, or if that is not possible, the
criteria used to determine that period (Article 14(2) lit. a GDPR)

The criteria used to determine the period of storage of personal data is the respective statutory retention
period. After expiration of that period, the corresponding data is routinely deleted, as long as it is no longer

necessary for the fulfillment of the contract or the initiation of a contract.

H. Notification of the legitimate interests pursued by the controller or by a third party

if the processing is based on Article 6(1) lit. f GDPR (Art. 14(2) lit. b GDPR)
According to Article 6(1) lit. f GDPR, processing shall be lawful only if the processing is necessary for the

purposes of legitimate interests pursued by the controller or by a third party, except where such interests
are overridden by the interests or fundamental rights and freedoms of the data subject which require
protection of personal data. According to Recital 47 Sentence 2 GDPR a legitimate interest could exist
where there is a relevant and appropriate relationship between the data subject and the controller, e.g.
in situations where the data subject is a client of the controller. In all cases in which our company
processes personal data based on Article 6(1) lit. f GDPR, our legitimate interest is in carrying out our

business in favor of the well-being of all our employees and the shareholders.
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l. Existence of the right to request from the controller access to and rectification or
erasure of personal data or restriction of processing concerning the data subject and to

object to processing as well as the right to data portability (Article 14(2) lit. c GDPR)

All data subjects have the following rights:

Right to access

Each data subject has a right to access the personal data concerning him or her. The right to access
extends to all data processed by us. The right can be exercised easily and at reasonable intervals, in
order to be aware of, and verify, the lawfulness of the processing (Recital 63 GDPR). This right results

from Art. 15 GDPR. The data subject may contact us to exercise the right to access.

Right to rectification

According to Article 16 Sentence 1 GDPR the data subject has the right to obtain from the controller
without undue delay the rectification of inaccurate personal data concerning him or her. Moreover, Article
16 Sentence 2 GDPR provides that the data subject is entitled, taking into account the purposes of the
processing, to have incomplete personal data completed, including by means of providing a

supplementary statement. The data subject may contact us to exercise the right of rectification.

Right to erasure (right to be forgotten)

In addition, data subjects are entitled to a right to erasure and to be forgotten under Art. 17 GDPR. This
right can also be exercised by contacting us. At this point, however, we would like to point out that this
right does not apply insofar as the processing is necessary to fulfill a legal obligation to which our company
is subject to, Article 17(3) lit. b GDPR. This means that we can approve an application to erase only after

the expiration of the statutory retention period.

Right to restriction of processing
According to Article 18 GDPR any data subject is entitled to restriction of processing. The restriction of
processing may be demanded if one of the conditions set out in Article 18(1) lit. a-d GDPRis fulfilled. The

data subject may contact us to exercise the right to restriction of processing.

Right to object
Furthermore, Art. 21 GDPR guarantees the right to object. The data subject may contact us to exercise
the right to object.

Right to data portability

Art. 20 GDPR grants the data subject the right to data portability. According to this provision the data
subject has under the conditions laid down in Article 20(1) lit. a and b GDPR the right to receive the
personal data concerning him or her, which he or she has provided to a controller, in a structured,

commonly used and machine-readable format and have the right to transmit those data to another
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controller without hindrance from the controller to which the personal data have been provided. The data

subject may contact us to exercise the right to data portability.

J. The existence of the right to withdraw consent at any time, without affecting the
lawfulness of processing based on consent before its withdrawal, where the processing
is based on Article 6(1) lit. a or Article 9(2) lit. a GDPR (Art. 14(2) lit. d GDPR)

If processing of personal data is based on Art. 6(1) lit. a GDPR, which is the case, if the data subject has
given consent to the processing of personal data for one or more specific purposes or is it based on
Article 9(2) lit. a GDPR, which regulates the explicit consent to the processing of special categories of
personal data, the data subject has according to Article 7(3) Sentence 1 GDPR the right to withdraw his

or her consent at any time.

Withdrawal of consent shall not affect the lawfulness of processing based on consent before its
withdrawal, Article 7(3) Sentence 2 GDPR. It shall be as easy to withdraw as to give consent, Art. 7(3)
Sentence 4 GDPR. Therefore, the withdrawal of consent can always take place in the same way as
consent has been given or in any other way, that is considered by the data subject to be simpler. In todays
information society, probably the simplest way to withdraw consent is a simple email. If the data subject
wishes to withdraw his or her consent granted to us, a simple email to us is sufficient. Alternatively, the

data subject may choose any other way to communicate his or her withdraw of consent to us.

K. Right to lodge a complaint with a supervisory authority (Article 14(2) lit. e, 77(1)
GDPR)

As the controller, we are obliged to notify the data subject of the right to lodge a complaint with a
supervisory authority, Article 14(2) lit. e GDPR. The right to lodge a complaint with a supervisory authority
is regulated by Article 77(1) GDPR. According to this provision, without prejudice to any other
administrative or judicial remedy, every data subject shall have the right to lodge a complaint with a
supervisory authority, in particular in the Member State of his or her habitual residence, place of work or
place of the alleged infringement if the data subject considers that the processing of personal data relating
to him or her infringes the General Data Protection Regulation. The right to lodge a complaint with a
supervisory authority was only limited by the law of the Union in such way, that it can only be exercised
before a single supervisory authority (Recital 141 Sentence 1 GDPR). This rule is intended to avoid
double complaints of the same data subject in the same matter. If a data subject wants to lodge a

complaint about us, we therefore asked to contact only a single supervisory authority.
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L. Source the personal data originate, and if applicable, whether it came from
publicly accessible sources (Article 14(2) lit. f GDPR)

In principle, personal data is collected directly from the data subject or in cooperation with an authority
(e.g. retrieval of data from an official register). Other data on data subjects are derived from transfers of
group companies. In the context of this general information, the naming of the exact sources from which
personal data is originated is either impossible or would involve a disproportionate effort within the
meaning of Art. 14(5) lit. b GDPR. In principle, we do not collect personal data from publicly accessible

sources.

Any data subject can contact us at any time to obtain more detailed information about the exact sources
of the personal data concerning him or her. Where the origin of the personal data cannot be provided to
the data subject because various sources have been used, general information should be provided
(Recital 61 Sentence 4 GDPR).

M. Existence of automated decision-making, including profiling, referred to in Article
22(1)and (4) GDPR and, at least in those cases, meaningful information about the logic
involved, as well as the significance and the envisaged consequences of such
processing for the data subject (Article 14(2) lit. g GDPR)

As a responsible company, we do not use automatic decision-making or profiling.
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ENGLISH: Information about the Processing of Personal Data
for Employees and Applicants (Article 13, 14 GDPR)

Dear Sir or Madam,

Personal data of employees and applicants deserves special protection. Our goal is to keep our data
protection level to a high standard. Therefore, we are constantly developing our data protection and data

security concepts.

Of course, we comply with the statutory provisions on data protection. According to Article 13, 14 GDPR,
controllers meet specific information requirements when processing personal data. This document fulfills

these obligations.

The terminology of legal regulation is complicated. Unfortunately, the use of legal terms could not be
dispensed with in the preparation of this document. Therefore, we would like to point out that you are

always welcome to contact us for all questions concerning this document, the terms used or formulations.

l. Compliance with the information requirements when personal data is
collected from the data subject (Article 13 GDPR)

A. Identity and the contact details of the controller (Article 13(1) lit. a GDPR)

See above

B. Contact details of the Data Protection Officer (Article 13(1) lit. b GDPR)

See above

C. Purposes of the processing for which the personal data are intended as wellas
the legal basis for the processing (Article 13(1) lit. cGDPR)

For applicant’s data, the purpose of data processing is to conduct an examination of the application during
the recruitment process. For this purpose, we process all data provided by you. Based on the data
submitted during the recruitment process, we will check whether you are invited to a job interview (part
of the selection process). In case of generally suitable candidates, in particular in the context of the job
interview, we process certain other personal data provided by you, which is essential for our selection

decision. If you are hired by us, applicant’s data will automatically change into employee data. As part of
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the recruitment process, we will process other personal data about you that we request from you and that
is required to initiate or fulfill your contract (such as personal identification numbers or tax numbers). For
employee data, the purpose of data processing is the performance of the employment contract or
compliance with other legal provisions applicable to the employment relationship (e.g. tax law) as well as
the use of your personal data to carry out the employment contract concluded with you (e.g. publication
of your name and the contact information within the company or to customers). Employee data is stored

after termination of the employment relationship to fulfill legal retention periods.

The legal basis for data processing is Article 6(1) lit. b GDPR, Article 9(2) lit. b and h GDPR, Article 88
(1) GDPR and national legislation, such as for Germany Section 26 BDSG (Federal Data Protection Act).

D. Categories of recipients of the personal data (Article 13(1) lit. e GDPR)

Public authorities
External bodies
Further external bodies
Internal processing
Intragroup processing

Other bodies

E. Recipients in a third country and appropriate or suitable safeguards and the
means by which to obtain a copy of them or where they have been made available
(Article 13(1) lit. f, 46(1), 46 (2) lit. c GDPR)

All companies and branches that are part of our group (hereinafter referred to as "group companies") that

have their place of business or an office in a third country may belong to the recipients of personal data.
A list of all group companies or recipients can be requested from us.

According to Article 46(1) GDPR a controller or processor may transfer personal data only to a third
country if the controller or processor has provided appropriate safeguards, and on condition that
enforceable data subject rights and effective legal remedies for data subjects are available. Appropriate
safeguards may be provided without requiring any specific authorisation from a supervisory authority by

means of standard contractual clauses, Article 46(2) lit. c GDPR.

The standard contractual clauses of the European Union or other appropriate safeguards are agreed on
with all recipients from third countries before the first transmission of personal data. Consequently, it is
ensured that appropriate safeguards, enforceable data subject rights and effective legal remedies for
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data subjects are guaranteed. Every data subject can obtain a copy of the standard contractual clauses
from us. The standard contractual clauses are also available in the Official Journal of the European Union
(OJ 2010/ L 39, page 5-18).

F. Period for which the personal data will be stored, or if that is not possible, the
criteria used to determine that period (Article 13(2) lit. a GDPR)

The duration of storage of personal data of applicants is 6 months. For employee data the respective
statutory retention period applies. After expiration of that period, the corresponding data is routinely

deleted, as long as it is no longer necessary for the fulfillment of the contract or the initiation of a contract.

G. Existence of the right to request from the controller access to and rectification or
erasure of personal data or restriction of processing concerning the data subject or to

object to processing as well as the right to data portability (Article 13(2) lit. b GDPR)

All data subjects have the following rights:

Right to access

Each data subject has a right to access the personal data concerning him or her. The right to access
extends to all data processed by us. The right can be exercised easily and at reasonable intervals, in
order to be aware of, and verify, the lawfulness of the processing (Recital 63 GDPR). This right results

from Art. 15 GDPR. The data subject may contact us to exercise the right to access.

Right to rectification

According to Article 16 Sentence 1 GDPR the data subject has the right to obtain from the controller
without undue delay the rectification of inaccurate personal data concerning him or her. Moreover, Article
16 Sentence 2 GDPR provides that the data subject is entitled, taking into account the purposes of the
processing, to have incomplete personal data completed, including by means of providing a

supplementary statement. The data subject may contact us to exercise the right of rectification.

Right to erasure (right to be forgotten)

In addition, data subjects are entitled to a right to erasure and to be forgotten under Art. 17 GDPR. This
right can also be exercised by contacting us. At this point, however, we would like to point out that this
right does not apply insofar as the processing is necessary to fulfill a legal obligation to which our company
is subject to, Article 17(3) lit. b GDPR. This means that we can approve an application to erase only after

the expiration of the statutory retention period.
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Right to restriction of processing
According to Article 18 GDPR any data subject is entitled to a restriction of processing. The restriction of
processing may be demanded if one of the conditions set out in Article 18(1) lit. a-d GDPRis fulfilled. The

data subject may contact us to exercise the right to restriction of processing.

Right to object
Furthermore, Art. 21 GDPR guarantees the right to object. The data subject may contact us to exercise

the right to object.

Right to data portability

Art. 20 GDPR grants the data subject the right to data portability. Under this provision, the data subject
has under the conditions laid down in Article 20(1) lit. a and b GDPR the right to receive the personal
data concerning him or her, which he or she has provided to a controller, in a structured, commonly used
and machine-readable format and have the right to transmit those data to another controller without
hindrance from the controller to which the personal data have been provided. The data subject may

contact us to exercise the right to data portability.

H. The existence of the right to withdraw consent at any time, without affecting the
lawfulness of processing based on consent before its withdrawal, where the processing
is based on Article 6(1) lit. a GDPR or Article 9(2) lit. a GDPR (Article 13(2) lit. c GDPR)

If processing of personal data is based on Art. 6(1) lit. a GDPR, which is the case, if the data subject has
given consent to the processing of personal data for one or more specific purposes or is it based on
Article 9(2) lit. a GDPR, which regulates the explicit consent to the processing of special categories of
personal data, the data subject has according to Article 7(3) Sentence 1 GDPR the right to withdraw his

or her consent at any time.

Withdrawal of consent shall not affect the lawfulness of processing based on consent before its
withdrawal, Article 7(3) Sentence 2 GDPR. It shall be as easy to withdraw as to give consent, Art. 7(3)
Sentence 4 GDPR. Therefore, the withdrawal of consent can always take place in the same way as
consent has been given or in any other way, that is considered by the data subject to be simpler. In
today’s information society, probably the simplest way to withdraw consent is a simple email. If the data
subject wishes to withdraw his or her consent granted to us, a simple email to us is sufficient. Alternatively,

the data subject may choose any other way to communicate his or her withdraw of consent to us.

|. Right to lodge a complaint with a supervisory authority (Article 13(2) lit. d, 77(1)
GDPR)

As the controller, we are obliged to notify the data subject of the right to lodge a complaint with a

supervisory authority, Article 13(2) lit. d GDPR. The right to lodge a complaint with a supervisory authority
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is regulated by Article 77(1) GDPR. According to this provision, without prejudice to any other
administrative or judicial remedy, every data subject shall have the right to lodge a complaint with a
supervisory authority, in particular in the Member State of his or her habitual residence, place of work or
place of the alleged infringement if the data subject considers that the processing of personal data relating
to him or her infringes the General Data Protection Regulation. The right to lodge a complaint with a
supervisory authority was only limited by the law of the Union in such way, that it can only be exercised
before a single supervisory authority (Recital 141 Sentence 1 GDPR). This rule is intended to avoid
double complaints of the same data subject in the same matter. If a data subject wants to lodge a

complaint about us, we therefore asked to contact only a single supervisory authority.

J. Provision of personal data as statutory or contractual requirement; Requirement
necessary to enter into a contract; Obligation of the data subject to provide the personal

data; possible consequences of failure to provide such data (Art. 13(2) lit. e GDPR)
We clarify that the provision of personal data is partly required by law (e.g. tax regulations) or can also

result from contractual provisions (e.g. information on the contractual partner).

Sometimes it may be necessary to conclude a contract that the data subject provides us with personal
data, which must subsequently be processed by us. The data subject is, for example, obliged to provide
us with personal data when our company signs a contract with him or her. The non-provision of the
personal data would have the consequence that the contract with the data subject could not be

concluded.

Before personal data is provided by the data subject, the data subject must contact us. We clarify to the
data subject whether the provision of the personal data is required by law or contract or is necessary for
the conclusion of the contract, whether there is an obligation to provide the personal data and the

consequences of non-provision of the personal data.

K. Existence of automated decision-making, including profiling, referred to in Article
22(1)and (4) GDPR and, at least in those cases, meaningful information about the logic
involved, as well as the significance and the envisaged consequences of such
processing for the data subject (Article 13 (2) lit. f GDPR)

As a responsible company, we do not use automatic decision-making or profiling.
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Compliance with the information requirements when personal data is not
collected from the data subject (Article 14 GDPR)

A. Identity and the contact details of the controller (Article 14(1) lit. a GDPR)

See above

B. Contact details of the Data Protection Officer (Article 14(1) lit. b GDPR)

See above

C. Purposes of the processing for which the personal data are intended as wellas
the legal basis for the processing (Article 14(1) lit. cGDPR)

For applicant’s data not collected from the data subject, the purpose of data processing is to conduct an
examination of the application during the recruitment process. For this purpose, we may process data
not collected from you. Based on the data processed during the recruitment process, we will check
whether you are invited to a job interview (part of the selection process). If you are hired by us, applicant’s
data will automatically convert into employee data. For employee data, the purpose of data processing is
the performance of the employment contract or compliance with other legal provisions applicable to the
employment relationship. Employee data is stored after termination of the employment relationship to

fulfill legal retention periods.

The legal basis for data processing is Article 6(1) lit. b and f GDPR, Article 9(2) lit. b and h GDPR, Atrticle
88 (1) GDPR and national legislation, such as for Germany Section 26 BDSG (Federal Data Protection
Act).

D. Categories of personal data concerned (Article 14(1) lit. d GDPR)
Applicant’s data

Employee data

E. Categories of recipients of the personal data (Article 14(1) lit. e GDPR)

Public authorities

External bodies
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Internal processing
Intragroup processing
Other bodies
F. Recipients in a third country and appropriate or suitable safeguards and the

means by which to obtain a copy of them or where they have been made available
(Article 14(1) lit. f, 46(1), 46(2) lit. c GDPR)
All companies and branches that are part of our group (hereinafter referred to as "group companies") that

have their place of business or an office in a third country may belong to the recipients of personal data.

A list of all group companies or recipients can be requested from us.

According to Article 46(1) GDPR a controller or processor may transfer personal data only to a third
country if the controller or processor has provided appropriate safeguards, and on condition that
enforceable data subject rights and effective legal remedies for data subjects are available. Appropriate
safeguards may be provided without requiring any specific authorisation from a supervisory authority by
means of standard data protection clauses, Article 46(2) lit. cGDPR.

The standard contractual clauses of the European Union or other appropriate safeguards are agreed on
with all recipients from third countries before the first transmission of personal data. Consequently, it is
ensured that appropriate safeguards, enforceable data subject rights and effective legal remedies for
data subjects are guaranteed. Every data subject can obtain a copy of the standard contractual clauses
from us. The standard contractual clauses are also available in the Official Journal of the European Union
(OJ 2010/ L 39, page 5-18).

G. Period for which the personal data will be stored, or if that is not possible, the
criteria used to determine that period (Article 14(2) lit. a GDPR)

The duration of storage of personal data of applicants is 6 months. For employee data the respective
statutory retention period applies. After expiration of that period, the corresponding data is routinely

deleted, as long as it is no longer necessary for the fulfillment of the contract or the initiation of a contract.
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H. Notification of the legitimate interests pursued by the controller or by a third party

if the processing is based on Article 6(1) lit. f GDPR (Art. 14(2) lit. b GDPR)
According to Article 6(1) lit. f GDPR, processing shall be lawful only if the processing is necessary for the

purposes of legitimate interests pursued by the controller or by a third party, except where such interests
are overridden by the interests or fundamental rights and freedoms of the data subject which require
protection of personal data. According to Recital 47 Sentence 2 GDPR a legitimate interest could exist
where there is a relevant and appropriate relationship between the data subject and the controller, e.g.
in situations where the data subject is a client of the controller. In all cases in which our company
processes applicant’s data based on Article 6(1) lit. f GDPR, our legitimate interest is the employment of

suitable personnel and professionals.

l. Existence of the right to request from the controller access to and rectification or
erasure of personal data or restriction of processing concerning the data subject and to
object to processing as well as the right to data portability (Article 14(2) lit. c GDPR)

All data subjects have the following rights:

Right to access

Each data subject has a right to access the personal data concerning him or her. The right to access
extends to all data processed by us. The right can be exercised easily and at reasonable intervals, in
order to be aware of, and verify, the lawfulness of the processing (Recital 63 GDPR). This right results

from Art. 15 GDPR. The data subject may contact us to exercise the right to access.

Right to rectification

According to Article 16 Sentence 1 GDPR the data subject has the right to obtain from the controller
without undue delay the rectification of inaccurate personal data concerning him or her. Moreover, Article
16 Sentence 2 GDPR provides that the data subject is entitled, taking into account the purposes of the
processing, to have incomplete personal data completed, including by means of providing a

supplementary statement. The data subject may contact us to exercise the right of rectification.

Right to erasure (right to be forgotten)

In addition, data subjects are entitled to a right to erasure and to be forgotten under Art. 17 GDPR. This
right can also be exercised by contacting us. At this point, however, we would like to point out that this
right does not apply insofar as the processing is necessary to fulfill a legal obligation to which our company
is subject to, Article 17(3) lit. b GDPR. This means that we can approve an application to erase only after

the expiration of the statutory retention period.
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Right to restriction of processing
According to Article 18 GDPR any data subject is entitled to restriction of processing. The restriction of
processing may be demanded if one of the conditions set out in Article 18(1) lit. a-d GDPRis fulfilled. The

data subject may contact us to exercise the right to restriction of processing.

Right to object
Furthermore, Art. 21 GDPR guarantees the right to object. The data subject may contact us to exercise

the right to object.

Right to data portability

Art. 20 GDPR grants the data subject the right to data portability. According to this provision the data
subject has under the conditions laid down in Article 20(1) lit. a and b GDPR the right to receive the
personal data concerning him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format and have the right to transmit those data to another
controller without hindrance from the controller to which the personal data have been provided. The data

subject may contact us to exercise the right to data portability.

J. The existence of the right to withdraw consent at any time, without affecting the
lawfulness of processing based on consent before its withdrawal, where the processing
is based on Article 6(1) lit. a or Article 9(2) lit. a GDPR (Art. 14(2) lit. d GDPR)

If processing of personal data is based on Art. 6(1) lit. a GDPR, which is the case, if the data subject has
given consent to the processing of personal data for one or more specific purposes or is it based on
Article 9(2) lit. a GDPR, which regulates the explicit consent to the processing of special categories of
personal data, the data subject has according to Article 7(3) Sentence 1 GDPR the right to withdraw his

or her consent at any time.

Withdrawal of consent shall not affect the lawfulness of processing based on consent before its
withdrawal, Article 7(3) Sentence 2 GDPR. It shall be as easy to withdraw as to give consent, Art. 7(3)
Sentence 4 GDPR. Therefore, the withdrawal of consent can always take place in the same way as
consent has been given or in any other way, that is considered by the data subject to be simpler. In
today’s information society, probably the simplest way to withdraw consent is a simple email. If the data
subject wishes to withdraw his or her consent granted to us, a simple email to us is sufficient. Alternatively,

the data subject may choose any other way to communicate his or her withdraw of consent to us.

K. Right to lodge a complaint with a supervisory authority (Article 14(2) lit. e, 77(1)
GDPR)

As the controller, we are obliged to notify the data subject of the right to lodge a complaint with a

supervisory authority, Article 14(2) lit. e GDPR. The right to lodge a complaint with a supervisory authority
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is regulated by Article 77(1) GDPR. According to this provision, without prejudice to any other
administrative or judicial remedy, every data subject shall have the right to lodge a complaint with a
supervisory authority, in particular in the Member State of his or her habitual residence, place of work or
place of the alleged infringement if the data subject considers that the processing of personal data relating
to him or her infringes the General Data Protection Regulation. The right to lodge a complaint with a
supervisory authority was only limited by the law of the Union in such way, that it can only be exercised
before a single supervisory authority (Recital 141 Sentence 1 GDPR). This rule is intended to avoid
double complaints of the same data subject in the same matter. If a data subject wants to lodge a

complaint about us, we therefore asked to contact only a single supervisory authority.

L. Source the personal data originate, and if applicable, whether it came from
publicly accessible sources (Article 14(2) lit. f GDPR)

In principle, personal data is collected directly from the data subject or in cooperation with an authority
(e.g. retrieval of data from an official register). Other data on data subjects are derived from transfers of
group companies. In the context of this general information, the naming of the exact sources from which
personal data is originated is either impossible or would involve a disproportionate effort within the
meaning of Art. 14(5) lit. b GDPR. In principle, we do not collect personal data from publicly accessible

sources.

Any data subject can contact us at any time to obtain more detailed information about the exact sources
of the personal data concerning him or her. Where the origin of the personal data cannot be provided to
the data subject because various sources have been used, general information should be provided
(Recital 61 Sentence 4 GDPR).

M. Existence of automated decision-making, including profiling, referred to in Article
22(1)and (4) GDPR and, at least in those cases, meaningful information about the logic
involved, as well as the significance and the envisaged consequences of such
processing for the data subject (Article 14(2) lit. g GDPR)

As a responsible company, we do not use automatic decision-making or profiling.

Page 25 © All rights reserved by Heiko Maniero.

Version: 1.01 Document Owner: Heiko Maniero. Approved by: Heiko Maniero.
Classification: Public Information Contained: Business Data Date:2022-05-237



|-

* MediGuide

Closest to the cure

Page 26 © All rights reserved by Heiko Maniero.

Version: 1.01 Document Owner: Heiko Maniero. Approved by: Heiko Maniero.
Classification: Public Information Contained: Business Data Date:2022-05-237



|| &

T " .
MediGuide
Closest to the cure
Ctpanuua 27 OcwbluectBeHo oT LegalTech ot Willing & Able. © Bceuyku npaBa 3anasexu ot Xaiko MaHuepo.
Bepcus: 1.03 CobcTBeHuk Ha fokymeHTa: Heiko Maniero. 0OpobpeH oT: Heiko Maniero, Ulrich Baumann.

Knacudumkauus: Cbabpalia ce uHdopmaums: brusHec agaHHK [Lara: 2022-03-01



